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Use case 1: Rate limiting
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Use case 2: Certificate validity check
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Problem: Enclaves need help with time!
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TEE Time

• Uses of time are common:

• Certificate validity check

• Rate limiting

• Time-based policies, resource counting, DRM, . . .

• Enclaves have no direct access to a clock

$ Time comes from or passes through the untrusted environment
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Getting reliable wall-clock time is hard!

T0: No guarantees on time
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Getting reliable wall-clock time is hard!

T1: Time monotonically advances
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Getting reliable wall-clock time is hard!

T2: Time moves at constant pace
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Getting reliable wall-clock time is hard!

T3: Time is read with known delay
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Getting reliable wall-clock time is hard!

T4: use of time is atomic
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Overview of time levels

Type Rollback Freq. Delay Interrupt Example time source

T0 Untrusted OS

T1 ✓ Untrusted OS + check

T2 ✓ ✓ ME, timer thread, remote server

T3 ✓ ✓ ✓ Secure TSC, MMIO timer

T4 ✓ ✓ ✓ ✓ Trusted scheduler
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What time level do use cases

require?



Rate Limiting: T2

Tries:
10/10

T1 No rollback

T2 Consistent frequency

T3 Known delay

T4 Interrupt prevention
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Certificate Validity: T4
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T1 No rollback

T2 Consistent frequency

T3 Known delay

T4 Interrupt prevention
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Intel SGX



Intel SGX — On Windows

• Monotonic counter but can be delayed

$ T2

T1 No rollback

T2 Consistent frequency

T3 Known delay

T4 Interrupt prevention

Source: Trusted Time and Monotonic Counters with Intel Software Guard Extensions Platform 11



Intel SGX — On Linux

• RDTSC can be trapped by the adversary

• Arbitrary modifications are undetectable for the enclave

$ T1 T1 No rollback

T2 Consistent frequency

T3 Known delay

T4 Interrupt preventionIntel 64 and IA-32 Architectures Software Developer Manual March 2023 – Volume 3, Section 36.6.1
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Intel SGX — In the future

• AEX-Notify will make an enclave aware when it was interrupted

• If never interrupted, the enclave can rely on RDTSC

$ T4 (If uninterruptability is feasible for deployment)
T1 No rollback

T2 Consistent frequency

T3 Known delay

T4 Interrupt prevention
Source: Intel Architecture Instruction Set Extensions and Future Features v47
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Intel SGX ecosystem

SDK OE EDP Gramine LKL Occlum Mystikos Ego Enarx

—/T2 T0* T0 T1 T1 T0* T0 T1 T0
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https://github.com/intel/linux-sgx/releases/tag/sgx_2.8
https://cdrdv2-public.intel.com/671508/sgx-sdk-developer-reference-for-windows-os.pdf
https://github.com/openenclave/openenclave/blob/cd72fd7069488ba6f453c8f5f47bd9fd9a6e6c0d/enclave/core/time.c#L8
https://github.com/fortanix/rust-sgx/blob/a7ee253352856b35e54be22c505775c6556ffa82/intel-sgx/enclave-runner/src/usercalls/mod.rs#L1555
https://github.com/gramineproject/gramine/issues/595
https://github.com/lsds/sgx-lkl/blob/b6e838e0034de86b48470b6a6bf87d2e262e65c9/src/enclave/enclave_timer.c#L29
https://github.com/occlum/occlum/blob/500ca21d527f700d458df10b891948627f396d97/src/libos/src/time/mod.rs#L76
https://github.com/deislabs/mystikos/blob/7ce616416a310aabb543517ed3a9625c1f4acb70/kernel/itimer.c#L32
https://github.com/edgelesssys/edgelessrt/blob/9191ff25a0424d21a22c85eb12b09ebe5f407c3f/src/ertlibc/time.cpp#L53
https://github.com/enarx/enarx/blob/4c1d3db4039e1f2af4b251a202e64a2cdc0729fb/crates/sallyport/src/guest/call/syscall/clock_gettime.rs#L16


Other Trusted Hardware

Platforms / TEEs



Trusted Platform Module (TPM) – 2 timers: Clock and Time

Source: Trusted Platform Module Library Part 1: Architecture. Level 00 Revision 01.59. Section 36.

15



Trusted Platform Module (TPM) – 2 timers: Clock and Time

• Clock advances monotonically

• Can be advanced by the attacker

$ T1
T1 No rollback

T2 Consistent frequency

T3 Known delay

T4 Interrupt prevention
Source: Trusted Platform Module Library Part 1: Architecture. Level 00 Revision 01.59. Section 36.
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Trusted Platform Module (TPM) – 2 timers: Clock and Time

• Time advances monotonically

• Time cannot be influenced by the attacker

(±32.5% freq.)

• Use is atomic within the TPM

$ T4

T1 No rollback

T2 Consistent frequency

T3 Known delay

T4 Interrupt prevention
Source: Trusted Platform Module Library Part 1: Architecture. Level 00 Revision 01.59. Section 36. 15



Intel TDX

Source: Intel® 64 and IA-32 Architectures Software Developer’s Manual. Volume 3. Version 325462-079US March 2023.
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Intel TDX

src/td transitions/tdh vp enter.c lines 314-321.

• Clock advances monotonically with fixed frequency

• Guest has direct access, but can be interrupted

$ T3

T1 No rollback

T2 Consistent frequency

T3 Known delay

T4 Interrupt prevention
Source: Intel® Trust Domain Extension (Intel® TDX) Module. Version 1.0.01.01.
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AMD SEV

• Secure offset and scale parameters

? Unclear whether TSC manipulations can be detected

$ T1 ?
T1 No rollback

T2 Consistent frequency

T3 Known delay

T4 Interrupt prevention
Source: AMD64 Architecture Programmer’s Manual Volume 2: System Programming. Version 3.40.
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ARM Trustzone
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ARM Trustzone

• Secure world can control scheduling and I/O

$ T4

T1 No rollback

T2 Consistent frequency

T3 Known delay

T4 Interrupt prevention

18



ARM CCA

Source: Realm Management Monitor specification. Version 1.0-eac1.
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ARM CCA

Source: Realm Management Monitor specification. Version 1.0-eac1.
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ARM CCA

• Clock cannot be influenced by attacker

• Untrusted hypervisor controls scheduling and interrupts

$ T3

T1 No rollback

T2 Consistent frequency

T3 Known delay

T4 Interrupt prevention
Source: Arm Confidential Compute Architecture Software Stack Guide. Version r1p0. 19



TEE overview

Intel SGX TPM Intel TDX AMD SEV ARM TrustZone ARM CCA

T1 – T4 T1 – T4 T3 T1 (?) T4 T3

T1 No rollback

T2 Consistent frequency

T3 Known delay

T4 Interrupt prevention
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About time for Q&A!

• Time does not exist in enclaves

• Not all tasks need the best time

• Different TEEs provide different levels of

enclave time

• Intel TDX and ARM CCA will perform

surprisingly well (both T3 time)

???

T1 No rollback

T2 Consistent frequency

T3 Known delay

T4 Interrupt prevention
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