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What is the problem?



























Interim summary

e Sharing resources is increasingly common.

e Sharing can be dangerous!
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What is enclaved execution?
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Confidential computing properties

e Data confidentiality & integrity
e Code integrity
e Attestation




Interim summary

e Sharing resources is increasingly common.
e Sharing can be dangerous!

e Enclaved execution is one solution to
protect confidentiality and integrity.
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Interface sanitization for

enclaved execution



s




O'Brien’s Tower

County Clare, Ireland

Broadway Tower
Worcestershire, England

Blaise Castle
Bristol, England

17



O'Brien’s Tower Broadway Tower Blaise Castle
County Clare, Ireland Worcestershire, England Bristol, England

Built: 1835 Built: 1799 Built: 1766

17



ipedia us







30 min before After sweating
goin outside or swimming

L=

20






ENTER

PAN

enclave shielding runtime

21



.
mw%
PN

—> 49—

Tier 1 Tier 2
ABI API

enclave shielding runtime

@
Tier 3
APP

21



E
PAN

enclave shielding runtime

21



.}

0?2
£ o %y Y
5

’ ~ enclave shielding runtime

A, —







& N
m’ ENTER.I‘ : . _)®
’ ~ enclave shielding runtime F J

A, —




Normal

Round
down

NORERAL
16 0 8 2 3 8 8
NAOERES AL
2 12 |2 2 |2 |2 2 |2

21



21






-
m%%
PN

> 49—

Tier 1 Tier 2
ABI API

enclave shielding runtime

@
Tier 3
APP

22



-
M%%
PN

> 49 -

Tier 1 Tier 2
ABI API

enclave shielding runtime

Tier 3
APP

22



Symbolic execution

rint ecall(int pin){

2 if (pin = 123){

3 return secret;
4 } else {

5 return O;

6
7

}

}

return 0 return secret
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Pandora: Overview
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Pandora: Overview
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Pandora: Overview
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Pandora: Overview
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Pandora: Usability and extensibility

-/pandora.py Tun ~—-help
[ Importing angr (this takes a second) 0:00:00

pandora.py zun [OPTIONS] FILE_PATH

Shorthand for e

Argunents
r File_path ILE Path to the binary or log file to open [default: None] [required]
[ Options
—-config-file  -c e Path to optionat confl rile [defau: Mone]
tog-level Rt [traceldebuglinfoluarning|errox|critical] The log level for pandora [default: info]
angr-log-level [traceldebuglinfolwarninglerrox| 1 The log level for angr (defaule: critical]
help Show this message and e
[~ Report generation
report-level -L [traceldebuglinfolwarning|errox 1] The level for pandora reports. Set to debug to

get all information.
[default: info]

--xeport x Ihtat|log] Define the format for all plugin reports.
[default: htal]

 Exploration options

--num-steps -n INTEGE! Nunber of steps to execute in synbolic

execution. © or negative allows to run to

completion.

[default: 100]

Define the plugins to activate, separated
comna. Possible values for the plugin

--plugins P [default|all|abi|ptr|cfldbglaepic]

key are:
@ default -~ Shorthand for
i g, seple

- Shorthand for all plugins

-- Validates CPU register
sanitizations.
“ ptr - Validates attacker-tainted
pointer dereferences
- ef - Detects attackez-controlled
Jump targets.
-~ Debug plugin.

- aepic - Validates MNIO buffer leaks
when interacting with untrusted memory
[default: default]
Sets 3 specific advanced option via the
format option= efault values shown
betow. Possite va\ues for the option key
“+ PANDORA_ENCLAVE_MIXIN_ENABLE
- Tru
“+ PANDORA_EXPLORE_THREAD_COUNT

1
“ PANDORA_EXPLORE_REENTRY_COUNT

--pandora-option TEXT

Report PointerSanitizationPlugin

Plugin description: Validates attacker ainted pointer dereferences

Analyzed ‘pandors_selftest_enclave_saniization3.lf, with Save runtime. Ran or 00012 191658

@ Enclave info: Address range s [0x0, 0xbfff]

A somory.¢

und 1 unique WARNING ssue; 2 unique CRITICAL issues.

Report summary

Severity Reported issves
WARNING « Attacke tainted readinside encoveat 0246
ameaL « Unconstrained read st 02263

« Unconstrained read 3t 0x20be

Report details (click to uncollapse)
DEBUG @ INFO @ WARNING @ ERROR @ CRITICAL
 Issues reported at 0X2476 ) enctuody (WARNING) (Aticiarantad esdinda sncovs

V Issues reported at 0X22C3 @) to.sncop.set.from snmessorsd
~ Unconstrained read @EEM we-onzzs

Plugin extrainfo

Key alue
Address <8164 03000 + (attacker_mem_66 32(UNINTIALIZED] . 0x1) < 053)>
Attadker tainted True

Length o

Pointer range [0x3006, xftES00003008]

Pointer canwrap address space False

Pointer canie inenclave True

Extrainfo Read address may e insideor outside enclave
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Analyzed 10 enclave runtimes
7 new CVEs
Found over 170 vulnerability instances
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Interim summary

Sharing resources is increasingly common.

Sharing can be dangerous!

Enclaved execution is one solution to

protect confidentiality and integrity.
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Enclave interactions require careful

sanitization.
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Real-time scheduling for

enclaved execution
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Aion: Strong Availability Guarantees for Enclaves

mave)p  Enclaved scheduler

TEE Exception Atomicity
architecture engine monitor
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Contributions

¢ Faulty Point Unit: ABI Poisoning Attacks on Intel SGX
e Fault-injection attack on Intel SGX.
& Pandora: Principled Symbolic Execution of Intel SGX Enclaves
e A tool to check SGX runtimes for a range of known vulnerabilities.
& Aion: Strong Availability Guarantees for Enclaves

e Architecture with availability guarantees for enclaves.
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9 e Sharing resources is increasingly common.
e Sharing can be dangerous!

e Enclaved execution is one solution to
protect confidentiality and integrity.

e Enclave interactions require careful
sanitization.

\ e Additionally guaranteeing availability is
. ‘ possible.

All fancy illustrations by Storyset (storyset.com)
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