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What is the problem?
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Interim summary

• Sharing resources is increasingly common.

• Sharing can be dangerous!
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What is enclaved execution?
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12Source credit: Wikipedia user Ryanhuntmuzik, CC BY 4.0
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Confidential computing properties

• Data confidentiality & integrity

• Code integrity

• Attestation
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Interim summary

• Sharing resources is increasingly common.

• Sharing can be dangerous!

• Enclaved execution is one solution to

protect confidentiality and integrity.
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Interface sanitization for

enclaved execution
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That’s a folly!

18Source credit: Wikipedia user Newton2, CC BY 2.4
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enclave shielding runtime
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enclave shielding runtime2

ENTER

21



1 6 0 8 2 3 8 8

2 2 2 2 2 2 2 2

Normal

Round
down

21



original attack

21



21



enclave shielding runtime

Tier 3
APP

Tier 2
API

Tier 1
ABI

ENTER

22



enclave shielding runtime

Tier 3
APP

Tier 2
API

Tier 1
ABI

ENTER

22



Symbolic execution

1 i n t e c a l l ( i n t p i n ) {
2 i f ( p i n == 123) {
3 r e t u r n s e c r e t ;

4 } e l s e {
5 r e t u r n 0 ;

6 }
7 }

if (pin == 123)

return 0 return secret

pin == 123pin != 123
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Pandora: Overview
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Pandora: Usability and extensibility
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Analyzed 10 enclave runtimes

7 new CVEs

Found over 170 vulnerability instances
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Interim summary

• Sharing resources is increasingly common.

• Sharing can be dangerous!

• Enclaved execution is one solution to

protect confidentiality and integrity.

• Enclave interactions require careful

sanitization.
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Real-time scheduling for

enclaved execution



28



29



Shared
resource

Other
application

Important
application

30



Shared
resource

Other
application

Important
application

30



Shared
resource

Malicious
application

Important
application

30



31



Aion: Strong Availability Guarantees for Enclaves
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Contributions

Faulty Point Unit: ABI Poisoning Attacks on Intel SGX

• Fault-injection attack on Intel SGX.

Pandora: Principled Symbolic Execution of Intel SGX Enclaves

• A tool to check SGX runtimes for a range of known vulnerabilities.

Aion: Strong Availability Guarantees for Enclaves

• Architecture with availability guarantees for enclaves.
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Summary

• Sharing resources is increasingly common.

• Sharing can be dangerous!

• Enclaved execution is one solution to

protect confidentiality and integrity.

• Enclave interactions require careful

sanitization.

• Additionally guaranteeing availability is

possible.

All fancy illustrations by Storyset (storyset.com)
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